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Summary
The GSMA would like to inform you of the publication of our IoT Security Guidelines.
Any feedback you have on the guidelines would be welcomed by 30th June 2016.
Introduction
It is widely acknowledged that the emergence of the Internet of Things (IoT) will create thousands of new services that will connect billions of new IoT devices over the next decade.
It is also understood that the providers of these new services are often unaware of the cyber security threats their services will face, and may not have the experience to mitigate these risks. In contrast, their adversaries understand the technology and security weaknesses, quickly taking advantage of these if vulnerabilities are exposed.
The GSMA has created a set of security guidelines for the benefit of service providers who are looking to develop new IoT services. The document set will also be of interest to IoT Device Manufacturers, IoT Service Platform Vendors, IoT Developers and Network Operators.
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The guidelines promote a methodology for developing secure IoT services to ensure best practices are implemented throughout the life cycle of the service. The documents provide recommendations on how to mitigate common security threats and weaknesses within IoT services.  Particular focus is given to the security of endpoint device and service platform ecosystems.
It should be noted that the guidelines are not necessarily intended to drive the creation of new IoT specifications or standards, but they try wherever possible to refer to currently available solutions, standards and best practice
The guidelines can be downloaded from here: http://www.gsma.com/connectedliving/future-iot-networks/iot-security-guidelines/ 
Request
The guidelines make recommendations made upon existing, deployed security standards and technology wherever possible.
We are not requesting a formal review of the document set, however would welcome any informal feedback your members might have on the documents. In particular we are keen to understand:
· If there is duplication with any existing IoT security guidelines or initiatives, and if so how could consolidate any such duplication.
· If any security standards that are widely deployed today are not referenced within the current version of the guidelines?
· What forthcoming security standards may need to be referenced in a future release of the guidelines?
Informal feedback can be sent directly to the GSMA contact below.
Work Plan for 2016/17
The GSMA will continue to work on matters related to IoT security in 2016 and beyond. If you would like to contribute to our work or find out more about our work please email the GSMA contact below.
Contact
In case of further questions, these can be directed to Ian Smith, GSMA lead for IoT security. [mailto:ismith@gsma.com].
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